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PRINCIPLE OF PREEMPTIVE CONTROL IN SMART GRID

The necessity of implementing the principle of preemptive control in the Smart Grid is shown. It is
mentioned that fea-tures of centralized, decentralized and combined control are based on the Heisenberg
uncertainty principle, principle of synergetic development and principle of cognitive control. Five hierarchy levels
of control with control objects and strategies are described. Social and personal aspects of preemptive control
formation are studied. Main steps of preemptive control are shown.
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Introduction

Distributed generation, as part of the trend of world development and evolution of the energy base of Smart
Grid, becomes a clearly defined independent and, in many cases, the only possible solution to provide electric
energy to separate social and socio-geographical entities [1]. The technical level of implementation of energy and
information platforms of Smart Grid depends on the covered space, climatic conditions, the number and density
of population, which quality of life, in its turn, is directly determined by the amount of electric energy per one
person, as well as by the efficiency of system operation. The vivid illustration of the future of such systems is
reflected in the proposal of Stan-ford University employee Mark Jacobson — to transfer 20 million New York State
on renewable energy sources [2]. This results in sufficient backgrounds for the development of Smart Grid and
Micro Grid.

The community of many individuals, who are both owners and users of independent technical components
of the distributed generation system, raises questions for the individual members of the community and the
community in general, on solution of which depends not only the well-being, but also the existence of a new socio-
technical system, namely:

1) what are the directions of development and transformation of the community, based on a single fully
inclu-sive energy and informational platforms, or the society with the “internet of all with energetic of all for all”?

2) what is the effect on the individual and community development of the necessary for their existence and
permanent energy and information environment, in which individuals, socio-economic, socio-technical and other
social groups exist?

3) what are the features of the distributed generation system control structure and process, which is the
basis of the “electricity market” that is active in the energy and information environment?

4) which indicators determine the status and direction of society development, the uniting base of which is
the aggregate and individual ownership of energy platform, as well as aggregate and individual participation in the
energy distribution and exchange, which is a determining factor in ensuring the prosperity and well-being of
community mem-bers?

Structuring the community, that is built on a common energy and information platform, is based on the for-
mation of some of the socio-technical groups with double structure — human and associated energy and information
platform — are considered both — as a resource and as a factor in the formation of the community that directly deter-
mines the necessity of implementing the principle of preemptive control in distributed generation systems.

Control systems aspects of construction and levels of the hierarchy

Energy and informational community platform creates the necessary conditions for the formation of struc-
tures and relationships that are adequate to this platform. Sufficient conditions for the functioning of the system as
a whole are determined by the presence of the distributed in time and space control system that puts in accordance
with each other the order of interaction of hierarchical technical and social system structures; determines the
sequence of actions; carries out the selection of decision-making objectives, criteria and methods. Due to its global
property the system organically integrates and implements centralized, decentralized and combined control [3].
Three mentioned principles of control implementation are based on the following aspects.

First of all, it is the Heisenberg uncertainty principle [4] that regarding to the physical phenomena
indicates the impossibility of arbitrarily precise time-frequency representation of the signal. The action of the

Heisenberg princi-ple points to the limited accuracy of decision making and the possibility of errors
accumulation during the prolonged operation, which determines the need to create specific control actions that
minimize the negative phenomena.
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Secondly, it is the principle of synergetic development. The concept of the synergetic structure in relation
to the social and technical community is considered as a condition that occurs as a result of multivariate and
ambiguous behavior of multi-structures and/or multifactorial environments, which determines the need to generate
control actions, ensuring the formation of the positive direction of community development vector and elimination
of negative phe-nomena and the prevention of accidents.

Thirdly, it is the principle of cognitive control. As a consequence of the above-mentioned duality property
of constituting community the participation of the individual in the formation and development of social groups
based on its cognitive, mental and emotional qualities simultaneously defines its role in the formation of market
relations, the object of the action of which are the volume and the quality of the generated, exchanged and used:
1) energy; 2) in-formation; 3) copyright. This necessitates the implementation in the control structure the laws of
cognitology that combines the theory of knowledge, psychology, artificial intelligence, and other aspects related
to accumulation and implementation of the knowledge [5].

In the distributed generation systems marked aspects define the logic of construction and operation of
general control, wherein five levels of hierarchy are identified (Table 1).

The first level corresponds to the separate systems of generation, distribution, conversion and storage of
electric energy state control. Control systems at this level set operation algorithms of power equipment, providing
the required parameters of electric energy.

Table 1 — five levels of hierarchy are identified

Hierarchy levels Control object Control strategy
5 State control of the nodes,
Preemptive control Big and small Smart Grid, conn_ec_tl_ons, tarlffg,_
smart houses prohibition on decision
making
4 . Big Micro Grid systems as a Decision making about state
Big data and context-aware control - . ;
part of bigger system of nodes, connections, tariffs
3 Decision making about
Context-aware control Smart houses, Micro Grid operation modes, reference
values, comfort level
2 Centralized and decentralized Systems of converters of Operation modes,
control electrical energy parameters parameters, stability control
! Centralized control Converters of electrical energy Reference values control
parameters

The second level corresponds to control of a group of commonly operating power devices included in the
sys-tem with a multi-loop feedback, defining operation modes, look of external load characteristics and stable
operation conditions of the system while maintaining the specified parameters of electric energy on the load with
the required comfort level.

The third level of hierarchy corresponds to the application of context-aware control system. This system
is based on the application of: 1) microprocessor control systems; 2) stream processing methods; 3) operational
applica-tions; 4) smart sensors of electrical parameters, primary energy flows, environment and habitat. Such
control systems are implemented, provided the integration of electricity transfer systems and information systems
that provide energy and information interaction platform, creating a Smart Grid technology.

The construction of control systems of the fourth level is based on the joint application of the theory of big
data, context-aware control and installed operational applications designed for efficient use of energy and the
stable operation of the whole system [6]. With this the knowledge of person that makes decision is used indirectly
and imple-mented in the installed operational applications with subsequent adjustment as a result of the
accumulation of knowledge about current social and technological processes.

However, with the presence of multivariate solutions cluster, the synergy and the cognitivity of the system,
the chosen solution can lead to positive as well as negative, catastrophic development status of Smart Grid. The
countering to negative phenomena is achieved by using a control system, located on the fifth level of hierarchy,
which imple-ments the principle of preemptive control. The preemptive control concept, used in 2002 in the text
of National Strate-gy Security of the United States, is effective when applied to the control of the complex structure
of social and tech-nical community with the implementation of new relations, based on the concept of “Internet of
all with energy for all”. When applied to the considered control the actions of the system are reduced to the
following steps:

1) change and/or installation of a new operation mode of interaction of the third and fourth hierarchy levels
on the generation, exchange and accumulation of energy;

88 ISSN 2308-7382 (Online)



ISSN 1813-5420 (Print). EHepreTuka: ekoHomika, rexHosorii, ekosoria. 2017. Ne 3

2) formation at these levels new communications and relations with the inclusion of new operational
applica-tions;

3) achievement of sustainable relations based on new and revised operational applications and interaction
rules.

If during the further operation the system approaches the critical point, preemptive control repeats steps 1
— 3, implementing in advanced way the elimination of the threat of the destruction of the system, and the
localization of technical objects, generating the threat.

The social aspect of preemptive control formation

From the point of social structure the entire community, consisting of separate interacting socio-technical
structures, should meet certain requirements, which include: 1) the presence of a limited area of existence of the
com-munity, which is determined by the common energy platform of distributed generation system; 2) the
community ownerships their own system of social and technical control; 3) the formation of a new establishment
history, that is inherent to this exact community; 4) the formation of a new community structure based on energy,
information, eco-nomic and cognitive transactions; 5) the possibility of increasing the community human resource
with increasing level of power generation or increasing the proportion of the relative energy per one person; 6) the
development of their own financial and property markets based on the generation, storage, exchange, sale and
purchase of energy of distributed generation systems.

Any actions on changing the current state of the system should start with the first step — confirmation of the
authority of subject, who is about to make such actions. If there is no confirmation the preemptive control system
blocks the proposed technical changes, perceiving them as a threat, and selects the most stable version of the
system structure, prohibiting for some time any other actions, performing specific technical task of maintaining
the system integrity and working capacity. After the confirmation of authority the second step is following — the
evaluation of the proposed technical changes in modes and connections. After selecting the technical solution the
third step is following — signing up the contracts. The confirmation of the signed contracts allows passing to the
fourth step — the change in the technical state of the system, passing to new generation modes, new connections,
and new terms of energy accu-mulation. On the fifth step the verification of the system stability and fixation of its
state for a certain time interval, allowing fulfilling the terms of contracts, is implemented. The collection of
information about the formation of new contracts is made on the sixth step. The process is repeated in a cycle from
the first step. With this energy and infor-mation platforms of the entire system must meet the requirements of the
community in the implementation of their needs of physiological comfort and financial well-being.

By establishing on the first step a new interaction mode, the preemptive control, using formulated by Elinor
Ostrom [7] the basic principles of stable control of local resources, artificially forms the community structure and
gives the first “impulse” for the beginning of commercial activity of “energy market”, preemptivly indicating some
of the social, legally appointed groups and built community structures.

The second step of preemptive control — the formation of new connections and relations on the third and
fourth control levels — can be implemented given that the technical level of power electronics devices is compliant
to the possibility of implementing the decisions of problems of these levels, as well as to the possibility of
implementing the decisions of problems of preemptive control. Furthermore on the second step power electronics
devices should en-sure the execution of requirements on small-scale production development, which is formed
due to the natural struc-ture of distributed generation and it’s belonging to the technical systems of limited power
and respectively to the limited financial volume of wide range of owners.

The third step — achieving the stable relations — also cannot be implemented without ensuring the system
technical capacity. This determines the need: firstly, to form the Micro Grid with concentration devices and the
pres-ence of energy connections with neighboring distributed generation systems; secondly, to ensure the required
quality of energy; thirdly, to ensure stability of the system; fourth, to ensure the comfort and the ability to act on
the “electricity market” for independent Micro Grid, based on context-aware control algorithms; and fifth, to
control by using big data to ensure delivery reliability and efficiency of sales and purchases of energy of the entire
community.

The personal aspect of preemptive control formation

The principle of control cognition, based on the actions and knowledge of individuals that affect the process
of functioning and development of the system and its structure indirectly through operational applications and
directly by the decision-making in the operating process, reflects the duality property of individuals as a system
resource and as a factor of influence. The last, depending on the actions, the capacity and capabilities of each of
the individuals in a certain synergetic association of actions and capabilities enables the evolution of the knowledge
of the entire system. No matter to which aspects of the system functioning the actions of individuals were applied,
their level of influence on the system depends on such defining personal qualities in this aspect, as: 1) the
intellectual level; 2) the level of self-esteem; 3) field independence; 4) the level of professional training. A priori,
is understandable that not all knowledge carriers are pursuing socially positive purposes, although knowledge
about the negative actions and their consequences are the positive result, and therefore the complete elimination
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of the negative actions is nor undesirable, but impossible. The most difficult for fixation and localization are those
individuals, who have all four personal qualities of high level. Negative or criminogenic to community behavior
is activated by such motives as: 1) hypertrophied claims of a materi-al nature; 2) the need to express negative
emotions; 3) hostility to anything specific; 4) social exclusion; 5) legally inad-equate stereotypes. These motives,
in one way or another, are related to the emotional state of the individual [8].

In the case of critical points appearance, the preemptive control as a system of the highest level by imple-
menting the first step of control:

— firstly, blocks the nodes that are posing a threat to the integrity of the entire system, by disconnecting
them from the control of systems of the third and fourth levels, maintaining the control of systems of the first and
second levels, but specifying the impacts, indicating thereby the specific operating modes of converters and,
respectively, gen-erators, and tariffs of sale and purchase of energy. These features may be delegated to the
converters control systems for quicker blocking of destabilizing decisions at the local level;

— secondly, if necessary, changes the structure, imposes certain communication tariffs, the way of energy
trans-fer, leaving some non-hazardous zone for variation of these parameters for obtaining the information on
evaluation of the process development;

— thirdly, continue to the next control steps.

Actions on other methods of localization, assessing the level of danger and impact on the node, that provoke
active actions of preemptive control, do not belong to a technical the area.

Conclusions

Thus, the implementation of the principle of preemptive control in the construction of big and small Smart
Grid on the stages of forming the energy and information structure, control of the status of individual objects and
tar-iffs in the system, taking into account the social and personal aspects of the community of individuals formation
en-sures the stable operation of such systems.
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HanionansHuii Texniunmii yniBepcurer Ykpainn «Kniscbknii nonirexniunuii inctutyt imeni Irops Cikopcbkoro»
NPUHLIMUII NPEEMIITUBHOI'O KEPYBAHHS Y SMART GRID

Hokaszana HeoOxioHicmb peanizayii npuHyuny npeemnmueHo2o kepyeantus ¢ Smart Grid. Biosnauaemocs,
Wo 0cobUEOCMI YeHMPANi306aH020, 0eYeHMPANi308aHO20 MA KOMOIHOBAHO20 KePYBANHS 3ACHOBAHI HA NPUHYUN]
HesusHavenocmi [elizenbepaa, npUHYUnNi cuHepeemuiHo20 pO3GUMKY Ma NPUHYUNI KOZHIMUBHO20 KepYEaHH:L.
Onucano n’amv i€papXiunux pieHie Kepy8awHsA 3 00 ’€kmamu ma cmpameziamu KepyeauHs. Jocaioxicyomscs
coyianvhui i ocobucmicnuil acnekmu Qopmyeanns npeemnmuerHozo Kepysanns. Ilokasawni ocnosui emanu
npeemMnmueHo20 Ynpasiitusi.

Kntouosi cnosa: KOTHITUBHE KEPyBaHHSA, pPO30CEpEKCHA TeHepalis, NPUHINN HEBHU3HAYCHOCTI
I'eiizenOepra, mpeemnTuBHE KepyBaHH:, Smart Grid.
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MHNPUHIIAII IIPEODMIITUBHOI'O YIIPABJEHUSA B SMART GRID
Tokazana meobxooumocmsv peanuzayuu NPUHYUNG NPEIMIMUBHO20 Ynpaérenus & Smart Grid.
Ommeuaemcs, Ymo 0coOenHOCMU YeHMPATUZ0BAHHO20, OeYEHMPATUZ0BAHHO20 U KOMOUHUPOBAHHO20 YNPAGIEeHUs
OCHOBaHbl HA npunyune HeonpeodenennHocmu I etizenbepea, npuHyune CUHEPeemu4ecko20 pas3gumus U npuHyune
KOZHUMUBHO20 ynpaeieHus. Onucauvl nams uepapxuyeckux ypogHell YAPAsieHus ¢ 00beKmamu u cmpamezuu
ynpagnenusi. HM3yuenvl coyuanvuvill U JUYHOCMHBIU ACNEKmbl (QOPMUPOGAHUS NPEIMIMUBHOSO YAPABLEHUS.
Tokazanvl 0CHOBHBIE IMANbL YRPEHCOAIOUE20 YAPABICHUS. .
Knioueesvie cnosa: KOTHUTUBHOE YIIPABIIEHUE, pacIpe/IeIeHHAs TeHepalysl, MPUHLIUIT HEOPEASIEHHOCTH
IeiizenGepra, nmpesaMnTHBHOE ynpasieHue, Smart Grid.
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